qEP\SIT},

j@%ﬁ DIVISION OF
47«1R‘;U,é STUDENT AFFAIRS

Acknowledgement of the Statement

of Expectations for Confidential Information
The Adele H. Stamp Student Union - Center for Campus Life

Information to which University of Maryland, College Park employees might have access in order to
perform duties may be considered confidential and protected by University policy and/or federal
and Maryland law. This statement sets forth minimum expectations for employee access to and use
of confidential information.

To fulfill the duties and responsibilities of employment, employees may need to access personally
identifiable information of students, prospective students, employees, campus affiliates, alumni/ae,
donors, or guests which is confidential in nature. Such information may include, but is not limited
to:

¢ Social Security number, University Identification Number

¢ Admission, academic, and other educational records

¢ Job applicant records (names, transcripts, etc.)

¢ Employment and payroll records

e Usernames, passwords, "secret questions and answers" or other ID/password

combinations for applications that contain or use personally identifiable information

e (Credit card, debit card or credit-related information

¢ Bankaccount information

e Driver's license number

e Passport number

e Photographic image or picture

¢ Physical or mental health or personal affairs.

This confidential information may take the form of documents, files, data, notes, records, electronic
materials or oral information. The university has a legal and ethical responsibility to protect
confidential information and to safeguard the privacy of personally identifiable information.

Please be advised that:

1. Personally identifiable information contained in student education records (any record
containing information directly related to a student) is deemed confidential. Disclosure of
information contained in such records is prohibited except as permitted by the Family
Educational Rights and Privacy Act (FERPA) and by the university’s “Policy on Disclosure of
Student Records.”

2. Personally identifiable information contained in employment or affiliate records (any
record containing information directly related to a University employee) is deemed
confidential. Disclosure of information contained in such records is prohibited except in
accordance with federal and state law. Guidance for any such disclosure should be in
consultation with the employee’s supervisor, University Human Resources, and/or Office of
General Counsel.



3. Contractual, financial, and business process information is deemed confidential and cannot
be disclosed unless authorized in advance by the employee’s supervisor or department
director.

4. Accessing or seeking to gain access to personally identifiable information, except in the
course of fulfilling the employee’s job responsibilities, is prohibited.

5. Disclosing, using, and/or altering any such information without proper authorization is also
prohibited.

6. Any request by the media to provide personally identifiable, confidential, or sensitive
information on behalf of Stamp or the University must be directed to Stamp Marketing. All
immediate concerns can be directed to the Information Desk who will notify the
administrative staff responsible for responding.

If I have any questions regarding access, use, or disclosure of confidential University information I
understand that is it my responsibility to consult with my supervisor or department director.
Further, [ will not, at any time either during or after my employment, make unauthorized
disclosures of confidential University information.

Failure to meet expectations regarding confidentiality as outlined in this Acknowledgement may
result in disciplinary action in accordance with University policies and procedures, State and
federal laws and applicable collective bargaining agreements up to and including dismissal.
Employees with access to confidential information may also be subject to criminal penalties for the
unauthorized access, use and/or disclosure of such information.

By my signature below, [ acknowledge receipt of the “Statement of Expectations for Confidential
Information,” have read and understand its contents. Further, [ understand this signed
Acknowledgement will be maintained in my personnel file.

Employee Signature

Employee Name

Date
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